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ThreatAnalyzer Analysis # 4654

Sample: Business_Secure_Message.exe (ab934bc438ea9b6b2f88405b9c3f7416)

Analysis Summary

Submitted File: Business_Secure_Message.exe

MD5: ab934bc438ea9b6b2f88405b9c3f7416

File Size: 29696

File Type: PE32 executable for MS Windows (GUI)
Intel 80386 3

Analysis Time: 2015-03-06 06:18:20

Start Reason: AnalysisTarget

Termination Reason:  TerminatedBySelf

Start Time: Fri, 06 Mar 2015 11:21:10 +0000

Termination Time: Fri, 06 Mar 2015 11:22:10 +0000

Analysis Time: 2015-03-06 06:18:20

Sandbox: XP-SP2 - 00-0C-29-B2-D2-62

Total Processes: 6

Sample Notes:

Digital Behavior Traits

Alters Windows Firewall — Hooks Keyboard

Checks For Debugger ' Injected Code

Copies to Windows — Makes Network Connection
Could Not Load — Modifies File in System
Creates DLL in System — Modifies Local DNS
Creates EXE in System — More than 5 Processes
Creates Hidden File ' Opens Physical Memory
Creates Mutex o Starts EXE in Documents
Creates Service — Starts EXE in Recycle
Deletes File in System — Starts EXE in System
Deletes Original Sample ' Windows/Run Registry Key Set
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ThreatAnalyzer Analysis # 4654
Sample: Business_Secure_Message.exe (ab934bc438ea9b6b2f88405b9c3f7416)

Deleted Files

[process 2] C:\Business_Secure_Message.exe

[process 2] C:\Documents and Settings\Charlie\Local Settings\Temporary Internet Files\Content.I[E5\C4
O5PO1W\checkip_dyndns_org[1].htm

[process 5] C:\Documents and Settings\Charlie\Local Settings\Application Data\Adobe\Acrobat\10.0\Sha
redDataEvents-journal

[process 5] C:\Documents and Settings\Charlie\Application Data\Adobe\Acrobat\10.0\ReaderMessages-jou
rnal

[process 5] C:\Documents and Settings\Charlie\Local Settings\Application Data\Adobe\Acrobat\10.0\Sha
redDataEvents-journal

[process 5] C:\Documents and Settings\Charlie\Local Settings\Application Data\Adobe\Acrobat\10.0\Sha
redDataEvents-journal

[process 5] C:\Documents and Settings\Charlie\Local Settings\Application Data\Adobe\Acrobat\10.0\Sha
redDataEvents-journal

[process 5] C:\Documents and Settings\Charlie\Local Settings\Application Data\Adobe\Acrobat\10.0\Sha
redDataEvents-journal

[process 5] C:\Documents and Settings\Charlie\Local Settings\Application Data\Adobe\Acrobat\10.0\Sha
redDataEvents-journal

[process 5] C:\Documents and Settings\Charlie\Local Settings\Application Data\Adobe\Acrobat\10.0\Sha
redDataEvents-journal

[process 5] C:\Documents and Settings\Charlie\Local Settings\Application Data\Adobe\Acrobat\10.0\Sha
redDataEvents-journal

[process 5] C:\Documents and Settings\Charlie\Application Data\Adobe\Acrobat\10.0\ReaderMessages-jou
rnal

[process 5] C:\Documents and Settings\Charlie\Application Data\Adobe\Acrobat\10.0\ReaderMessages-jou

rnal
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ThreatAnalyzer Analysis # 4654
Sample: Business_Secure_Message.exe (ab934bc438ea9b6b2f88405b9c3f7416)

Stored Modified Files

[process 1] C:\DOCUME~1\Charlie\LOCALS~1\Temp\log5653.log

[process 1] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Goviewer.exe

[process 2] C:\Documents and Settings\Charlie\Local Settings\Temporary Internet Files\Content.I[E5\C4
O5PO1W\checkip_dyndns_org[1].htm

[process 2] C:\Documents and Settings\Charlie\Local Settings\Temporary Internet Files\Content.IE5\C4
O5PO1W\vikun[1].png

[process 2] C:\DOCUME~1\Charlie\LOCALS~1\Temp\log5653.log

[process 2] C:\DOCUME~1\Charlie\LOCALS~1\Temp\viagra.pdf

[process 2] C:\DOCUME~1\Charlie\LOCALS~1\Temp\AUZAWF60.exe

[process 3] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrlCache\Content\FB
788E090BC1F3AA2FBCIEBFB2859601

[process 3] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrlICache\MetaData\F
B788E090BC1F3AA2FBCOE8FB2859601

[process 3] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrlCache\Content\1D
AF2884EC4DFA96BA4A58D4DBC9C406

[process 3] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrICache\MetaData\l
DAF2884EC4DFA96BA4A58D4DBC9C406

[process 3] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrICache\Content\1D
9BDAOE1E641B5014D1F239D121387F

[process 3] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrlCache\MetaData\l
D9BDAOE1E641B5014D1F239D121387F

[process 4] C:\WINDOWS\CdufgGijVpELdGA.exe
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ThreatAnalyzer Analysis # 4654
Sample: Business_Secure_Message.exe (ab934bc438ea9b6b2f88405b9c3f7416)

Created Mutexes

mutex
[process 1] Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6

02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6

02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\c:!documents and settings!charlie!local settings!temporary internet files!content.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\c:!documents and settings!charlie!cookies!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\c:!/documents and settings!charlie!local settings!history!history.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\WininetConnectionMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: RasPbFile

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\ZonesCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\ZoneAttributeCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\ZonesCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 3] Name: Local\ZonesLockedCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 3] Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 3] Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 3] Name: CTF.Asm.MutexDefauItS-1-5-21-602162365/%-5879983540-1177238915-1003
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ThreatAnalyzer Analysis # 4654

Sample: Business_Secure_Message.exe (ab934bc438ea9b6b2f88405b9c3f7416)

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6
02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: {100184D2-BDC3-477a-B8D3-65548B67914C} 1632

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!/documents and settings!charlie!local settings!temporary internet files!content.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!'documents and settings!charlie!cookies!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!documents and settings!charlie!local settings!history!history.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\WininetConnectionMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: RasPbFile

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\ZonesCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\ZoneAttributeCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\ZonesCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\ZonesLockedCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6
02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
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ThreatAnalyzer Analysis # 4654

Sample: Business_Secure_Message.exe (ab934bc438ea9b6b2f88405b9c3f7416)

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 6]

[process 6]

[process 6]

[process 6]

[process 6]

[process 6]

Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6
02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\Acrobat Instance Mutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\AcrobatViewerlsRunning

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!/documents and settings!charlie!llocal settings!temporary internet files!content.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!/docume~1!charlie!llocals~1!temp!temporary internet files!content.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!docume~1!charlie!locals~1!temp!cookies!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!'docume~1!charlie!locals~1!temp!history!history.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
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ThreatAnalyzer Analysis # 4654
Sample: Business_Secure_Message.exe (ab934bc438ea9b6b2f88405b9c3f7416)

Created Keys

key

[process 3] \REGISTRY\MACHINE\System\Acrobatbrokerserverdispatchercpp789

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Servi
cesRdr\cUpdateData

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Adobe Synchronizer\10.0\A
crobat.com

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Adobe Synchronizer\10.0\A
crobat.com.v2

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Adobe Acrobat\10.0\DiskCa

bs

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cDocumentCenter

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cDocumentCenter\cSettings

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cEmailDistribution

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cEmailDistribution\cSettings

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cInitiationWizardFirstLaunch

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cHandlers

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\CASPKI

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c290FA7E61053E8763C6055E6333A99EFB83ECACB

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c290FA7E61053E8763C6055E6333A99EFB83ECACB\cAdobe_ OCSPRevChecker

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c290FA7E61053E8763C6055E6333A99EFB83ECACB\cAdobe_OCSPRevChecker\c
AuthorizedResponder

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c290FA7E61053E8763C6055E6333A99EFB83ECACB\cAdobe_OCSPRevChecker\c
AuthorizedResponder\cO

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOIDs

[process 3] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder

[process 3] \REGISTRY\USER\S-1-5-21-602162358-87998395%05-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
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[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOIDs\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOIDs\cO\cValue
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOIDs\c1\cValue
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOIDs\c1

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cAuth
orizedResponder\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cAuth
orizedResponder

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSend
Nonce

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSign
Request

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSign
Request\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cURLT
oConsult

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cURLT
oConsult\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSend
Nonce\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSign
CertOID

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSign
CertOID\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOIDs

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
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[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOIDs\cO
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOIDs\c0O\cValue
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOlDs\c1
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOlIDs\c1\cValue
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cAuthorizedResponder
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cAuthorizedResponder\cO
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSendNonce

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSendNonce\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSignCertOID

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSignCertOID\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSignRequest

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSignRequest\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cURLToConsult

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cURLToConsult\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_CRLRevChecker
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_CRLRevChecker\cRequireAKI

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
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[process 3]
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[process 5]

ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_CRLRevChecker\cRequireAKI\cO
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cAllowCATolssue
AC

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cAllowCATolssue
AC\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cCheckCABasicCo
nstraints

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cCheckCABasicCo
nstraints\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cAllowOCSPNoC
heck

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cAllowOCSPNoC
heck\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cRequireOCSPC
ertHash

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cRequireOCSPC
ertHash\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_Validation
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_Validation\cValidityModel
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_Validation\cValidityModel\cO
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cPPKHandler
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\SystemCertificates\AD
DRESSBOOK
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\SystemCertificates\AD
DRESSBOOK \Certificates
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\SystemCertificates\AD
DRESSBOOK\CRLs
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\SystemCertificates\AD
DRESSBOOK\CTLs

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Servi
cesRdr\cUpdateData

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Adobe Synchronizer\10.0\A
crobat.com

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Adobe Synchronizer\10.0\A

crobat.com.v2
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\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Adobe Acrobat\10.0\DiskCa
bs

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cDocumentCenter
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cDocumentCenter\cSettings
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cEmailDistribution
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cEmailDistribution\cSettings
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Colla
b\cInitiationWizardFirstLaunch
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cHandlers

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\CASPKI

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c290FA7E61053E8763C6055E6333A99EFB83ECACB
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c290FA7E61053E8763C6055E6333A99EFB83ECACB\cAdobe_ OCSPRevChecker
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c290FA7E61053E8763C6055E6333A99EFB83ECACB\cAdobe_OCSPRevChecker\c
AuthorizedResponder
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c290FA7E61053E8763C6055E6333A99EFB83ECACB\cAdobe_OCSPRevChecker\c
AuthorizedResponder\cO
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOIDs

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOIDs\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOIDs\cO\cValue
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOIDs\c1

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuilder\cAccept
ablePolicyOlDs\c1\cValue
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cAuth
orizedResponder

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cAuth
orizedResponder\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSend
Nonce

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSend
Nonce\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSign
CertOID

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSign
CertOID\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSign
Request

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cSign
Request\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cURLT
oConsult

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChecker\cURLT
oConsult\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOIDs
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOIDs\cO
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOIDs\cO\cValue
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOlIDs\c1

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_ChainBuilder
\cAcceptablePolicyOIDs\c1\cValue
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\CASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cAuthorizedResponder
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cAuthorizedResponder\cO
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSendNonce

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSendNonce\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSignCertOID

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSignCertOID\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSignRequest

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cSignRequest\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cURLToConsult

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OCSPRevCheck
er\cURLToConsult\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_CRLRevChecker
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_CRLRevChecker\cRequireAKI
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_CRLRevChecker\cRequireAKI\cO
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cAllowCATolssue

AC

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cAllowCATolssue

AC\cO
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cCheckCABasicCo
nstraints

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cCheckCABasicCo
nstraints\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cAllowOCSPNoC
heck

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cAllowOCSPNoC
heck\c0

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cRequireOCSPC
ertHash

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cRequireOCSPC
ertHash\cO

\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_Validation
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_Validation\cValidityModel
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cCASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_Validation\cValidityModel\cO
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\10.0\Secur
ity\cPPKHandler
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Deleted Keys

key
[process 3] \REGISTRY\MACHINE\System\Acrobatbrokerserverdispatchercpp789
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Set Values

key
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Cache
[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Cookies
[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: History
[process 2] Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
Value: Common AppData
[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData
[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyEnable R
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[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 3]

[process 3]

[process 3]

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections

Value: SavedLegacySettings

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: ProxyBypass

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: IntranetName

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: UNCAsIntranet

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: AutoDetect

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: ProxyBypass

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: IntranetName

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: UNCAsIntranet

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: AutoDetect

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings

Value: ProxyEnable

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections

Value: SavedLegacySettings

Key Name: \REGISTRY\MACHINE\Software\Microsoft\Rpc

Value: UuidSequenceNumber

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3ea-87a3-11e3-96b7-806d6172696f}

Value: BaseClass

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3e9-87a3-11e3-96b7-806d6172696f}

Value: BaseClass

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3e8-87a3-11e3-96b7-806d6172696f}

Value: BaseClass

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion

Value: marker_gjru_fbegrihlgm

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
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[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: Local AppData

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: AppData

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: Personal

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: Cache

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: Cookies

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: History

Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders

Value: Common AppData

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: AppData

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings

Value: ProxyEnable

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections

Value: SavedLegacySettings

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: ProxyBypass

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: IntranetName

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: UNCAsIntranet

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur

rentVersion\Internet Settings\ZoneMap
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[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

Value: AutoDetect

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: ProxyBypass

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: IntranetName

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: UNCAsIntranet

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap

Value: AutoDetect

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings

Value: ProxyEnable

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections

Value: SavedLegacySettings

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: Local AppData

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\AVGeneral

Value: bLastExitNormal

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: AppData

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3ea-87a3-11e3-96b7-806d6172696f}

Value: BaseClass

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3e9-87a3-11e3-96b7-806d6172696f}

Value: BaseClass

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3e8-87a3-11e3-96b7-806d6172696f}

Value: BaseClass

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: Cache

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: Cookies

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: History

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\ServicesRdr\cUpdateData

Value: tLast

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\ServicesRdr\cUpdateData

Value: tNext

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\ServicesRdr\cUpdateData

Value: tRate

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\ServicesRdr\cUpdateData

Value: tURI

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\ServicesRdr\cUpdateData

Value: tWait

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cDocumentCenter

Value: bAlwaysUseServer

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cDocumentCenter

Value: bAlwaysUseServerFD

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cDocumentCenter

Value: bDefault
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cDocumentCenter

Value: bDefaultFD

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cDocumentCenter

Value: tDistMethod

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cDocumentCenter\cSettings

Value: tcSetting

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cDocumentCenter

Value: tUl

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cDocumentCenter

Value: tURL

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cEmailDistribution

Value: bAlwaysUseServerFD

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cEmailDistribution

Value: bDefaultFD

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cEmailDistribution

Value: tDistMethod

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cEmailDistribution\cSettings

Value: tcSetting

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cEmailDistribution

Value: tUl

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cEmailDistribution

Value: tURL

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cInitiationWizardFirstLaunch

Value: bisFirstLaunchER

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cInitiationWizardFirstLaunch

Value: blsFirstLaunchFD

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cInitiationWizardFirstLaunch

Value: blsFirstLaunchSF

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cInitiationWizardFirstLaunch

Value: blsFirstLaunchSR

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Collab\cInitiationWizardFirstLaunch

Value: blsFirstLaunchUF

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cHandlers

Value: aPrivKey
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[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c290FA7E61053E8763C6055E6333A99EFB83ECACB\cAdobe_OCSPRe
vChecker\cAuthorizedResponder\cO
Value: bValue

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\cO
Value: iEnd

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\cO
Value: iStart

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\cO\cValue
Value: sO

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\cO\cValue
Value: s1

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1l
Value: iEnd

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1
Value: iStart

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue
Value: sO

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue
Value: s1

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue
Value: s2

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue
Value: s3

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue
Value: s4

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

Value: s5

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue

Value: s6

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue

Value: s7

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue

Value: s8

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue

Value: s9

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue

Value: s10

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ChainBuild
er\cAcceptablePolicyOIDs\c1\cValue

Value: s11

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ OCSPRevChe
cker\cAuthorizedResponder\cO

Value: bValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChe
cker\cSendNonce\cO

Value: iValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChe
cker\cSignCertOID\cO

Value: sValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_OCSPRevChe
cker\cSignRequest\cO

Value: bValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E310000\cAdobe_ OCSPRevChe
cker\cURLToConsult\cO

Value: iValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOIDs\cO

Value: iEnd

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\

10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch

25/35
Copyright © 2013 ThreatTrack Security, Inc. All Rights Reserved.
http://www.ThreatTrackSecurity.com/



http://www.threattracksecurity.com/

ThreatAnalyzer Analysis # 4654
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

ainBuilder\cAcceptablePolicyOIDs\cO

Value: iStart

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\cO\cValue

Value: sO

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlIDs\cO\cValue

Value: s1

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOIDs\c1

Value: iEnd

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOIDs\c1

Value: iStart

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\c1\cValue

Value: sO

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\c1\cValue

Value: s1

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOIDs\c1\cValue

Value: s2

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\c1\cValue

Value: s3

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\c1\cValue

Value: s4

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\c1\cValue

Value: s5

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\c1\cValue

Value: s6

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOIDs\c1\cValue

Value: s7

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\c1\cValue

Value: s8

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\c1\cValue

Value: s9

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOlDs\c1\cValue

Value: s10

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_Ch
ainBuilder\cAcceptablePolicyOIDs\c1\cValue

Value: s11

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OC
SPRevChecker\cAuthorizedResponder\cO

Value: bValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OC
SPRevChecker\cSendNonce\cO

Value: iValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OC
SPRevChecker\cSignCertOID\cO

Value: sValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OC
SPRevChecker\cSignRequest\cO

Value: bValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E322E3834302E3131343032312E312E312E310000\cAdobe_OC
SPRevChecker\cURLToConsult\cO

Value: iValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_CRLRevChecker\cReq
uireAKI\cO

Value: bValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cAllo
WCATolssueAC\cO

Value: bValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_ChainBuilder\cChec
kCABasicConstraints\cO

Value: bValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cAl
lowOCSPNoCheck\cO

Value: bValue
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 6]

[process 6]

[process 6]

[process 6]

[process 6]

[process 6]

[process 6]

[process 6]

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\

10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_OCSPRevChecker\cRe

quireOCSPCertHash\cO

Value: bValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cASPKI\cASPKI\cCustomCertPrefs\c312E332E33362E382E312E310000\cAdobe_Validation\cValidi
tyModel\cO

Value: iValue

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Acrobat Reader\
10.0\Security\cPPKHandler

Value: bCustomPrefsCreated

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: Personal

Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders

Value: Common AppData

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Adobe Acrobat\1
0.0\DiskCabs

Value: bJSCache_GlobSettings

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Adobe Acrobat\1
0.0\DiskCabs

Value: bJSCache_GlobData

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Adobe\Adobe Acrobat\1
0.0\DiskCabs

Value: bForms_AdhocWorkflowBackup

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed
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Deleted Values

key

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 3] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 3] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 3] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 3] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 3] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 3] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL
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Network Events

Remote IP Local IP HTTP Command
[process 2] 91.198.22.70 10.20.25.250 none
[process 2] 216.146.39.70 10.20.25.250 GET
/
[process 2] 190.111.9.129 10.20.25.250 GET
/0603n011/NODE01/0/51-SP3/0/KFBJHBEHJIBEEF
[process 2] 192.254.186.169 10.20.25.250 GET
/wp-includes/images/vikun.png
[process 2] 190.111.9.129 10.20.25.250 GET
/0603n011/NODE01/41/7/4/
[process 3] 96.16.89.92 10.20.25.250 none
[process 3] 127.0.0.1 127.0.0.1 none
[process 3] 64.18.20.10 10.20.25.250 GET
/cgi-bin/CRL/2018/cdp.crl
[process 3] 64.18.20.10 10.20.25.250 GET
/CRL/Omniroot2025.crl
[process 3] 63.148.207.80 10.20.25.250 GET
Ivassgl4l.crl
[process 3] 184.26.143.139 10.20.25.250 GET
/10/rdr/ENU/win/nooem/none/message.zip
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Network Traffic

Remote IP Local IP
Connection #1 10.20.25.255 10.20.25.250
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DNS Requests

Request Result

checkip.dyndns.org 91.198.22.70
216.146.39.70
216.146.38.70
216.146.43.70

all-about-weightloss.org 192.254.186.169
service-updates.adobe.com 96.16.89.92
www.public-trust.com 64.18.20.10
cdpl.public-trust.com 64.18.20.10
vassgl41.crl.omniroot.com 63.148.207.80
63.148.207.94
acroipm.adobe.com 184.26.143.139

184.26.143.144
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[process 5]

gl viagra.pdf - Adobe Reader o ] 4
File Edit Wiew Window Help ®

@@@E}%‘ -fj_r:-;’z |EE |!E = Tools Sign Comment
-

5

-

Sexual Dysfunction Association
www.sda.uk.net Email: info@sda.uk.net

VIAGRA D

LU

VIAGRA (sildenafil) is the first oral treatment for erectile dysfunction (impotence) to be licenced in
the UK. This fact sheet provides basic information on VIAGRA; for more detailed information you
should consult your doctor.

What is VIAGRA? VIAGRA belongs to a group of medicines called phosphodiesterase type 5 inhibitors. It
is a blue, diamond shaped, oral tablet prescribed to treat men suffering from clinical
erectile dysfunction. It Is not an aphrodisiac and does not increase libido.
VIAGRA works in a natural way, so sexual stimulation will be required.

How does VIAGRA works Dy helping to relax the blood vessels in the penis, allowing blood to flow

VIAGRA work? into the penis causing an erection. However, VIAGRA works naturally and will only
help a man to get an erection if he is sexually stimulated. It should not be taken by
men who do not have erectile dysfunction.
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Virus Total Results

Last Scanned:

2015-03-06 11:19:33

Bkav: Not Detected
MicroWorld-eScan: Not Detected
nProtect: Not Detected
CMC: Not Detected
CAT-QuickHeal: Not Detected
ALYac: Not Detected
Malwarebytes: Not Detected
VIPRE: Not Detected
AegisLab: Not Detected
K7AntiVirus: Not Detected
Alibaba: Not Detected
K7GW: Not Detected
TheHacker: Not Detected
Agnitum: Not Detected
F-Prot: Not Detected
Symantec: Not Detected
Norman: Not Detected

TotalDefense:

TrendMicro-HouseCall:

Not Detected
Not Detected

Avast: Not Detected
ClamAV: Not Detected
Kaspersky: Not Detected
BitDefender: Not Detected
NANO-Antivirus: Not Detected
ViRobot: Not Detected
Rising: Not Detected
Ad-Aware: Not Detected
Sophos: Not Detected
Comodo: Not Detected
F-Secure: Not Detected
DrWeb: Not Detected
Zillya: Not Detected
TrendMicro: Not Detected

McAfee-GW-Edition:
Emsisoft:

Not Detected
Not Detected

Cyren: Not Detected
Jiangmin: Not Detected
Avira: Not Detected
Antiy-AVL: Not Detected
Kingsoft: Not Detected
Microsoft: Not Detected
SUPERAnNtiSpyware: Not Detected
AhnLab-V3: Not Detected
GData: Not Detected
ByteHero: Not Detected
McAfee: Not Detected
AVware: Not Detected
VBA32: Not Detected
Baidu-International: Not Detected
Zoner: Not Detected
ESET-NOD32: Not Detected
Tencent: Not Detected
Ikarus: Not Detected
Fortinet: Not Detected
AVG: Not Detected
Panda: Not Detected
Qihoo-360: HEUR/QVM20.1.Malware.Gen
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