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ThreatAnalyzer Analysis # 3346

Sample: 2014_11vodafone_onlinerechnung_0020003909 november 3903980009 11 00000
000445.exe (5¢2027af07ba555d680a9692328c1b68)

Analysis Summary

Submitted File: 2014 _11vodafone_onlinerechnung_00200

03909 _november 3903980009 11 0000

0000445.exe

MD5: 5c2027af07ba555d680a9692328¢c1b68

File Size: 151552

File Type: PE32 executable for MS Windows (GUI)
Intel 80386

Analysis Time: 2014-11-13 04:28:11

Start Reason: AnalysisTarget

Termination Reason:  TerminatedBySelf

Start Time: Thu, 13 Nov 2014 14:34:36 +0000

Termination Time: Thu, 13 Nov 2014 14:35:09 +0000
Analysis Time: 2014-11-13 04:28:11

Sandbox: XP-SP2 - 00-0C-29-B2-D2-62
Total Processes: 10

Sample Notes:

Digital Behavior Traits

Alters Windows Firewall
Checks For Debugger
Copies to Windows
Could Not Load

Creates DLL in System
Creates EXE in System

Hooks Keyboard

Injected Code

Makes Network Connection
Modifies File in System
Modifies Local DNS

More than 5 Processes

Creates Hidden File Opens Physical Memory

Creates Mutex Starts EXE in Documents
Starts EXE in Recycle

Starts EXE in System

Creates Service
Deletes File in System

Deletes Original Sample

STIESKSTLHTTS
SSTSTSTTAKSS

Windows/Run Registry Key Set
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000445.exe (5¢2027af07ba555d680a9692328c1b68)

Deleted Files

[process 3] C:\2014_11vodafone_onlinerechnung_0020003909_november_3903980009_11 00000000445.exe
[process 3] C:\DOCUME~1\Charlie\APPLIC~1\ms945662.bat

[process 4] C:\Documents and Settings\Charlie\Local Settings\Temporary Internet Files\Content.IE5\C4
O5P0O1W\79179ac6[1].htm

[process 4] C:\Documents and Settings\Charlie\Local Settings\Temporary Internet Files\Content.|IE5\C4
O5PO1W\microsoft_com[1].htm

[process 4] C:\Documents and Settings\Charlie\Local Settings\Temporary Internet Files\Content.|IE5\C4
O5PO1W\79179ac6[1].htm

[process 10] C:\DOCUME~1\Charlie\LOCALS~1\Temp\2.tmp

[process 10] C:\DOCUME~1\Charlie\APPLIC~1\ms4440339.bat
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Stored Modified Files

[process 2] C:\Documents and Settings\Charlie\Application Data\ldentities\gaeuhsjj.exe

[process 2] C:\Documents and Settings\Charlie\Application Data\ms945662.bat

[process 4] C:\Documents and Settings\Charlie\Local Settings\Temporary Internet Files\Content.IE5\C4
O5P0O1W\79179ac6[1].htm

[process 4] C:\DOCUME~1\Charlie\LOCALS~1\Temp\2.tmp

[process 4] C:\Documents and Settings\Charlie\Local Settings\Temporary Internet Files\Content.|IE5\C4
O5P0O1W\79179ac6[1].htm

[process 9] C:\Documents and Settings\Charlie\Application Data\ldentities\gaeuhsjj.exe

[process 9] C:\Documents and Settings\Charlie\Application Data\ms4440339.bat
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Created Mutexes

mutex
[process 1] Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 3] Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6

02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 3] Name: SHIMLIB_LOG_MUTEX

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 3] Name: ci718

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 4] Name: cm718

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 4] Name: ci76¢c

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 4] Name: cm76c¢

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE

[process 4] Name: rm3e641c92

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 4] Name: Local\c:!/documents and settings!charliellocal settings!temporary internet files!content.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 4] Name: Local\c:!documents and settings!charlie!cookies!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 4] Name: Local\c:!/documents and settings!charlie!local settings!history!history.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 4] Name: Local\WininetConnectionMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 4] Name: RasPbFile

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 4] Name: zc3e641c92

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 5] Name: zx3e641c92

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 5] Name: cidO

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 6] Name: cmdO

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE

[process 6] Name: ci228
Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 7] Name: cm228

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 7] Name: ci56c
Desired Access: DELETE READ_CONTROL SYIG\SI/%ERONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
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[process 8] Name: cm56¢

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 8] Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 8] Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 8] Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 8] Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 8] Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 10]  Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6

02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 10] Name: SHIMLIB_LOG_MUTEX

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 10] Name: ci5c4

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE

7142
Copyright © 2013 ThreatTrack Security, Inc. All Rights Reserved.
http://www.ThreatTrackSecurity.com/



http://www.threattracksecurity.com/

ThreatAnalyzer Analysis # 3346

Sample: 2014_11vodafone_onlinerechnung_0020003909 november 3903980009 11 00000
000445.exe (5¢2027af07ba555d680a9692328c1b68)

Created Keys

[process 4]
[process 4]
[process 4]
[process 4]
[process 4]
[process 4]
[process 4]

key
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92\q3e641c92
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92\
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92\w3e641c92
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92\e3e641c92
\REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92\r3e641c92
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Set Values

key
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData

[process 3] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Run
Value: gaeuhsjj.exe

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: History

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: GlobalUserOffline

[process 4] Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
Value: Common AppData

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyEnable

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections
Value: SavedLegacySettings

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyEnable

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections
Value: SavedLegacySettings

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyEnable

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections
Value: SavedLegacySettings

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyEnable

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections
Value: SavedLegacySettings

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-6021628'/5532-879983540-1177238915-1003\Software\Microsoft\windows\Cur
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[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 8]

[process 9]

[process 10]

rentVersion\Internet Settings\Connections

Value: SavedLegacySettings

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections

Value: SavedLegacySettings

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections

Value: SavedLegacySettings

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92
\q3e641c92

Value:

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92
\e3e641c92

Value: t

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92
\r3e641c92

Value:

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92
\e3e641c92

Value: y

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92
\r3e641c92

Value:

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Run

Value: gaeuhsjj.exe

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings

Value: ProxyEnable

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections

Value: SavedLegacySettings

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92
\r3e641c92

Value:

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings

Value: ProxyEnable

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\internet Settings\Connections

Value: SavedLegacySettings

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Netscape\5.0\3e641c92
\e3e641c92

Value: y

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: AppData

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed
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Deleted Values

key
[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur

rentVersion\Internet Settings
Value: ProxyServer

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162%%;34%79983540-1177238915-1003\Software\Microsoft\Windows\Cur
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rentVersion\Internet Settings
Value: ProxyOverride
[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL
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Network Events

Remote IP Local IP HTTP Command
[process 4] 109.74.3.6 10.20.25.250 none
[process 4] 177.73.233.170 10.20.25.250 none
[process 4] 212.19.62.76 10.20.25.250 none
[process 4] 144.76.59.84 10.20.25.250 none
[process 4] 64.27.101.155 10.20.25.250 none
[process 4] 178.210.167.213 10.20.25.250 POST
/3e641c92/79179ac6/
[process 4] 64.4.11.42 10.20.25.250 GET
/
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 nlo4r}§a12
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
23/42

Copyright © 2013 ThreatTrack Security, Inc. All Rights Reserved.
http://www.ThreatTrackSecurity.com/



http://www.threattracksecurity.com/

ThreatAnalyzer Analysis # 3346
Sample: 2014_11vodafone_onlinerechnung_0020003909 november 3903980009 11 00000
000445.exe (5¢2027af07ba555d680a9692328c1b68)

[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
24142

Copyright © 2013 ThreatTrack Security, Inc. All Rights Reserved.
http://www.ThreatTrackSecurity.com/



http://www.threattracksecurity.com/

ThreatAnalyzer Analysis # 3346
Sample: 2014_11vodafone_onlinerechnung_0020003909 november 3903980009 11 00000
000445.exe (5¢2027af07ba555d680a9692328c1b68)

[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4]  10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
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[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 10.20.25.1 10.20.25.250 none
[process 4] 46.183.219.78 10.20.25.250 POST
/3e641c92/79179ac6/
26/42

Copyright © 2013 ThreatTrack Security, Inc. All Rights Reserved.
http://www.ThreatTrackSecurity.com/



http://www.threattracksecurity.com/

ThreatAnalyzer Analysis # 3346
Sample: 2014_11vodafone_onlinerechnung_0020003909 november 3903980009 11 00000
000445.exe (5c2027af07ba555d680a9692328c1b68)

Network Traffic

Remote IP Local IP
Connection #1 10.20.25.255 10.20.25.250
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DNS Requests

Request Result
www.microsoft.com 64.4.11.42
gnsrjcumffpkdyip.eu NONE
kyipwtkbofpilrpi.eu NONE
gcrigghvnuroowkc.eu NONE
gqdbdfhfjxhgniac.eu NONE
ggajlouuhgbikgbd.eu 5.199.167.197
kvxggelvkmkmbilj.eu NONE
kofxfglealjkipgj.eu NONE
kkwxasxrscaeatnv.eu NONE
knhhtikkwurmwpru.eu NONE
gytaabigwcagrngd.eu NONE
kgoliuksyggkekki.eu NONE
eaivsiosvxvudixc.eu NONE
escauuoblwuskpdp.eu NONE
ehbrejoktmkkjbsc.eu NONE
edsryxnxmgbebfpo.eu NONE
qulnuphedtgmvedp.eu NONE
eotapwbcrbymctac.eu NONE
gjkfrehnljgeupfc.eu NONE
grbroaiyynlgluld.eu 86.124.164.25
ekinkynpkfpgtkwb.eu NONE
krptlgxjggbgsyui.eu NONE
xqgrkumrphwugsiki.eu NONE
eywrtanysurkfvyn.eu NONE
Xjyojyrxjitoaddv.eu NONE
xfgerbrypmkirtmu.eu NONE
xbipmdeajeocjxjh.eu NONE
xtctbpeilpaagfcu.eu NONE
kuadfjkcujgcdvmu.eu NONE
kdepcflnibyotnsv.eu NONE
xiblxqgetfpecgeh.eu NONE
ruomwgqumsitmivwb.eu NONE
xpttveqvetqguvlt.eu NONE
rnvgldiiihskpdpo.eu NONE
rxyidthfwbyisfon.eu NONE
xmjxpoeqgnbykkmhu.eu NONE
rffrohhwhpaxIxva.eu NONE
evmvnkbtcpacimuo.eu NONE
rtqvxitspfpckjla.eu NONE
Irssnhlftsegfqcu.eu NONE
lyloyuxjehsixvjh.eu NONE
Inkgvjxsmwumijhyt.eu NONE
rcuiirueqwuoborb.eu NONE
erejvmnhitgimdrb.eu NONE
Icjxfxkciaxeisbt.eu NONE
xxkggnrhfljgybfi.eu NONE
Ixnxaakdoeoxmijxs.eu NONE
ludchkxkkljcpatt.eu NONE
rjinetfuvblijehhmb.eu 28/42NONE
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fkommaolnhsggcen.eu NONE
fdvgbmotpseenijjn.eu NONE
fyaejobuvwukraga.eu NONE
rmxaaihofeoarqga.eu NONE
fnyispngeaxcqlim.eu NONE
Igrkkvxbcvtkgoeh.eu NONE
fureegnicoyejedm.eu NONE
rggafgunymkgaahb.eu NONE
fvpuplocfrdcugon.eu 4.4.4.4
ytfsdgrgbrdadwvg.eu NONE
yblooeriysecvcqg.eu NONE
ypwsxferhvtghnss.eu NONE
yevkutgnpljxsluf.eu NONE
yloggugfnaxayepf.eu NONE
yshcrigwxbycrwwr.eu NONE
lictglktsbygblvg.eu NONE
sxcufuunmdcviwim.eu NONE
yanxpvdovparkprr.eu NONE
Iguccmklgpavtgdg.eu NONE
sfiqgiufkrdxxcdm.eu NONE
frhixnbdlvtiyhla.eu NONE
fggaucbmtljaxsnm.eu NONE
sttuawhoshscwnfy.eu NONE
sbaeykhggvtepgay.eu NONE
sismwxtkbkitiyhl.eu NONE
ywpojgejfkivagns.eu NONE
sweetmttjaxxtwjx.eu NONE
fcxapenaadntcwky.eu NONE
mjfssmxcvdctnppf.eu NONE
figvnrarkeovucfy.eu NONE
mfwsnokdcusaftmr.eu NONE
mtikkdkmkkirgroe.eu NONE
magxbenxtgrdvgikf.eu NONE
yiekafrawhseouxs.eu NONE
mihchrwisaxvcdee.eu NONE
guudgrbefqcrviwx.eu NONE
ggjyjdoujnmakkul.eu NONE
gcbmrfbvprdtobrx.eu NONE
gjtupsnangrvhtyk.eu NONE
spliiytcyljvbrcl.eu NONE
mcmwhyxkxoneuwuf.eu NONE
ggmagbtnrxhsxamtk.eu NONE
gflixuabtkipykvw.eu NONE
smbmcjuwuseaeixy.eu NONE
gmeejvaseyjrrdqw.eu NONE
sekafntlhoyaadrx.eu NONE
akgbyhrruyximkhr.eu NONE
mmpoyckumvtcxyte.eu NONE
mbogvagwaquljtjkje.eu NONE
angwrwaqwlirdrwtlg.eu NONE
acpoolqghusvifbg.eu NONE
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aujsdxqojgrtpmgq.eu NONE
ajikamagxrvtxbxid.eu NONE
mxqwcbxlegrxynrr.eu NONE
gxfmmhnjvvtagfok.eu NONE
agxbtjesbgcpeoee.eu NONE
gncuugbmhcbpddpl.eu NONE
tbddbyuogxwecxtk.eu NONE
twhdvnhpmcbltoqw.eu NONE
tenytbhhkgcnmhlw.eu NONE
tlgufchyurdpfagw.eu NONE
tsydgptdsgrrxfnj.eu NONE
tafmcqtudustgxuv.eu NONE
nfafddlyrjvarxgg.eu NONE
thxuaetmbjhjwgpv.eu NONE
aryjwuejsnmxfdcr.eu NONE
nbrfxrkmxnmtvodd.eu NONE
nmsnbgxdpxwckgbg.eu NONE
ayrfivebgcbnlvje.eu NONE
agbglagppkinhgdd.eu NONE
nikbjskevcbjcuxp.eu NONE
necoeuwrogrpgluc.eu NONE
nluwciwjmusrygcc.eu NONE
tivlyyhgemltudok.eu NONE
hgppdubnbwvxmanj.eu NONE
hjwtrtbvdiuvtxsj.eu NONE
htayjknsrcbhknfv.eu NONE
hmhdlwnbhbafrukv.eu NONE
hxiloibfyxwasijij.eu NONE
tpohkauxonmvnvvw.eu NONE
hfohajbwjmiplcdj.eu NONE
bntvtxesotgrjlsp.eu NONE
bxwnlogpdbadabfc.eu 4444
bcsngmeckwvvujuc.eu NONE
nwvfstwaefgnnsap.eu NONE
bjlicnetuxwxncpc.eu NONE
ntljmexuamirdjvd.eu NONE
bfdwwcghbpbfsgmo.eu NONE
npdwhgkvgqgcluasp.eu NONE
btobtqdgjfgjerob.eu NONE
bmvfidgylgchlytb.eu NONE
bbuwredihtriwwvn.eu NONE
uljthduhxtgpreav.eu NONE
uailerhqgwvtdpci.eu NONE
uscpsghyiiurkwhi.eu NONE
uhbhpfhielkjjiwu.eu NONE
hiydgyacnfglvihi.eu NONE
hpryematxgrnoeci.eu NONE
uotpnstmomlicbru.eu NONE
udshkhtvwcbdbmth.eu NONE
uvmlygtembabityh.eu NONE
ukldvugnuqcftrbh.eu NONE
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ureytigfsfghmkvt.eu NONE
hbguuxakpgcjdgav.eu NONE
oefngvknriupspob.eu NONE
olxvejkfpwvrlijb.eu NONE
osqgrpwwijalkhrbeb.eu NONE
oawnbxwbxmljktin.eu NONE
bgefnbelsmintuwo.eu NONE
ohpjmlwsibaydmgn.eu NONE
ovbbjawceepdcxia.eu NONE
iicpiabxdhtlidoh.eu NONE
ipuxgnncbvunbwvt.eu NONE
itdxllboueehwryh.eu NONE
iwntrbntlwvptbgt.eu NONE
ilmlopadhayhsmsg.eu NONE
ialdleamppbyexus.eu NONE
owyeuukvttgnakho.eu NONE
cmyekeeuosfhxdbn.eu NONE
cbxvtfgqwiuljoda.eu NONE
cigrfggiuwvnchxm.eu NONE
cpjngtdaslkdiasm.eu NONE
opgvjhxejsflhrmo.eu NONE
cwcjcudrdayfbsam.eu NONE
ooifxyjkgpbbjfbn.eu NONE
ceifnidjboautxhy.eu NONE
vowopthirooloflt.eu NONE
ibjtwynsfsfjpkth.eu NONE
isfhagaurbawlfng.eu NONE
ietpdcnljlkfahlt.eu NONE
vdvgmihraredngng.eu NONE
vkocxvtvksffgjig.eu NONE
cxaabdrlgdddmfyn.eu NONE
vrhxvjtnihthyops.eu NONE
vggpsxgwgwvlkafs.eu NONE
cfgvydedereffxgn.eu NONE
vnyxglgoolkbgsmf.eu NONE
pstgrxkfdnnhesxm.eu NONE
vurtcmggmaydjlhf.eu NONE
paaaqgykwnoojwxfm.eu NONE
pdkvjowcrhtfhuwl.eu NONE
poleankgjrebvjuy.eu NONE
vvpkbuhapddbuxsg.eu NONE
ctravrgyytgjqvia.eu NONE
prvagdwlakjwssyx.eu NONE
jwastcbpoyypgsks.eu NONE
jsigernduddwxjhf.eu NONE
jaocnfnufreyqccf.eu NONE
vyathktfgvujrhks.eu NONE
pvealbkxtsfdocpy.eu NONE
jhhxlsamdgsbwujr.eu NONE
jvscihavlvufigye.eu NONE
jdyxgumajkjubyge.eu NONE
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joatwgaebutdpner.eu NONE
dbbijtemaxxivswl.eu NONE
pkdrucwtcvuhanrl.eu NONE
phsiomkolddypgam.eu NONE
dpmmsugiinndueml.eu NONE
dwfievgagccsnwix.eu NONE
pyoveqjdxlkylltx.eu NONE
jewofdbhmnnfmlfs.eu NONE
dadrkldswhtbxglk.eu NONE
dhvavypwhvudgysw.eu NONE
jlpkggnlwoohfeas.eu NONE
wrkwxkhjljwhlgwr.eu NONE
wydsjlhbjxxjeyer.eu NONE
wnckgahkrnnbdkte.eu NONE
wuusentocccqvpbe.eu NONE
wchcdotgaqdsoivg.eu NONE
wijtkbctxkreuhbgg.eu NONE
ditghheexyynolrl.eu NONE
wflxvgslqvubyrad.eu NONE
gkggwdkpfxxhmrlk.eu NONE
gryyugwtpyyijfkgk.eu NONE
gyrugrwinnnyxpnw.eu NONE
dswiykdbmgsyrngk.eu NONE
gngmdgwuvddgwbdw.eu NONE
wgjouytftyylweye.eu NONE
gjialijvcutwbfaj.eu NONE
delepjqrgddugpox.eu NONE
khkwntnusuibjmqgq.eu NONE
kodsyhnmgjwdcflg.eu NONE
kdckvvavyyyhndnd.eu NONE
dleabkgjorewyuvk.eu NONE
wgmgmpgpigswatxd.eu NONE
kkustjanwnnwgvup.eu NONE
wxfcxdghgutysyfd.eu NONE
krnofkafuccmmopp.eu NONE
knfcnmmsngssqgfmc.eu NONE
kgmgcymbdfrgxmrc.eu NONE
ehyykagskxxddgaj.eu NONE
eoruvndkimmsvvhv.eu NONE
gdnulpkxhjwftygk.eu NONE
gcpeaujergsuimfj.eu NONE
edgmscdtqcckuhwi.eu NONE
ggxgrfwdiccoeviw.eu NONE
ercepgppyreogsyu.eu NONE
qujiotjimtresptkj.eu NONE
xcebfphcdsgsbadd.eu NONE
kygkgxmjfgdofhkp.eu NONE
xgpfogtxxuiwmxrc.eu NONE
xmhsjsgyemmgeccc.eu NONE
xjwjddhtnthutfkp.eu NONE
esaubyagjcivyefxj.eu NONE
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xfowxrghtxxbljhc.eu NONE
elhypxgrethwimdw.eu NONE
xxibartpvjwyfgmc.eu NONE
eaggmmgbawwbkxfj.eu NONE
xtaougggcbbgkujo.eu NONE
xbgkghgiapcidneo.eu NONE
evkghodcgbbiccpv.eu NONE
rntlfhkgyfggjswi.eu NONE
rjlyajwefwwwhijtu.eu NONE
ekjieddlogdmnari.eu NONE
rumhquwuijthsclri.eu NONE
rgeulwjvpxxygcou.eu NONE
Ikxrvknvmpgwsacc.eu NONE
lyjjsyafisgorleo.eu NONE
rmvugyvjvceglglh.eu NONE
xiyseusmkqgdkvslb.eu NONE
Inibpnaogivsdwgb.eu NONE
Igpfeanwsthgkeyb.eu NONE
Ichsyomkyxxwouin.eu NONE
llaokpmcwmmmundn.eu NONE
Ilgswidmthbbcbtxa.eu NONE
rgbdhtkybefogapv.eu NONE
rcsdcvwmhivuugyu.eu NONE
fvnpjpgkvpgubgju.eu NONE
foutxogsxbpsinou.eu NONE
fdtludqctefkhygh.eu NONE
fridrrdichuoswst.eu NONE
fyxlpfddavvglpnt.eu NONE
fgeubgdukwwseiit.eu NONE
rfdmiljflobesngh.eu NONE
rxwdwkjnnmmomuvh.eu NONE
yfrvaghdwaooxnbb.eu NONE
ymkrltthhopgggvn.eu NONE
ybjjiitgpefiprxa.eu NONE
yicftvginsgkiksa.eu NONE
ytdnwhtyrpgsjydn.eu NONE
ypunrjgalhumbdna.eu NONE
ywnjdkgrvivotium.eu NONE
Irgnhinnkefmysjo.eu NONE
yetfoxsvgwwgmbpm.eu NONE
lubwnbagowwuvcbb.eu NONE
sjoxckkaiyaknbbh.eu NONE
sxapylwvdopoyypg.eu NONE
sfglkmwnbdeeffxg.eu NONE
smytiawfyefgxkfg.eu NONE
sbxIfojohhukjvhs.eu NONE
spjdcdjxpwwoutjf.eu NONE
mnlaronwgkyspbna.eu NONE
sighqcjgfvvmcocs.eu NONE
fkmhgegtesgmarlh.eu NONE
fupykhpgsmmkdtkg.eu NONE
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muevpcnoeyaivtum.eu NONE
bumrfyekmiutcenp.eu NONE
mjdnmgaxmopmhfkm.eu NONE
fnwdmtpyuxxuwnpg.eu NONE
mavvkeapkdecnxry.eu NONE
mckrbdngcnokompm.eu NONE
mfunhsmlssggyvtl.eu NONE
strptnjwjsgigdag.eu NONE
mtgfehmubvvkkhjl.eu NONE
ylmbaysnellgstwy.eu NONE
sghtnxwesaomgtit.eu NONE
gcytxvpggdeavqyr.eu NONE
gnapouduxaoiwfwf.eu NONE
gusxmidmvopkpxef.eu NONE
gghtdhqdnyageaps.eu NONE
gjrpjwpierfcojtr.eu NONE
mxorvrmtuefeggmy.eu NONE
akevfltaykyogacy.eu NONE
mmnjsgmdghuirool.eu NONE
arweqygrjyaemsijl.eu NONE
gybxrgqlpkygxths.eu NONE
mbmbpuyylwwmdael.eu NONE
agvvangbfcdvxglx.eu NONE
anorlbgspdexqgjgx.eu NONE
aypacatjhnogflel.eu NONE
auhnwoswarfawcbx.eu NONE
acnjipsoxsgcpuik.eu NONE
ttuovowfmujidutr.eu NONE
ajgftdsgvhueindk.eu NONE
gfidrycjkvvisage.eu NONE
tbbxhpwwwvkkvaor.eu NONE
gxdhglprmhugauve.eu NONE
tpmceewgsyaculge.eu NONE
titgsdwoukymosve.eu NONE
adlahxtibjxmnhhy.eu NONE
ggklukpacgtehcor.eu NONE
nxrgxsapxgiesugx.eu NONE
tswxwgvljrfxruud.eu NONE
nmgiuhaygjxiegvk.eu NONE
ntjegiagexykwldk.eu NONE
niivpjmmmnocvwfw.eu NONE
neajxlyasrfvabpj.eu NONE
hccgnkgmifhaiige.eu NONE
hjuolxdehticbbbe.eu NONE
hgnkwldvrujetgiqg.eu NONE
hxggimdnpjxgmypd.eu NONE
teltnfjpbcdtgwsq.eu NONE
nfxmjtahvujginbx.eu NONE
hmfxrnpjxyaxxwrp.eu NONE
hbepocpsgcdpwihp.eu NONE
htxgdopbvnoaedad.eu NONE
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hiwxmpckeqerpbcp.eu NONE
bgyucotjugsikisw.eu NONE
bukmypgsdtiajtuj.eu NONE
twfxcrjxdnoenele.eu NONE
bjjevegcyjxeurwv.eu NONE
tlepysvtldevycng.eu NONE
nbparvmuoyaadrxw.eu NONE
bgcahfgtjxygnkrv.eu NONE
nwtamxyiudethiuj.eu NONE
tadhvhvdhgtaxnpd.eu 66.172.27.44
bcgikggkbiwecempj.eu 141.255.165.152
bnrgnctbsthxdbnw.eu NONE
hfmctadfnxyifrkd.eu NONE
uwiweswggpreavfd.eu NONE
ueospgwxggsgsbad.eu NONE
ulhobhwpofhvithp.eu NONE
uhyovvvdujxcdxec.eu NONE
usakmujhmtixemcp.eu NONE
uorkhwvufxyevdyo.eu NONE
udgcelvebbcjuobo.eu NONE
bxuifssxtyavgdmv.eu NONE
owwybymexfhttmoi.eu NONE
opeqdlaanegrbhhv.eu NONE
oediaaajvtivmfji.eu NONE
oilurkaipprciomv.eu NONE
olvgxamngiwxfxqu.eu NONE
osomjbmfewxalglu.eu NONE
oauiuoyjoxycejgu.eu NONE
bmtachshpcdnfooi.eu NONE
bfbrggsprnoxyiti.eu NONE
ifpbvbgndapvrvec.eu NONE
ohnegpybmmnrwonh.eu NONE
imiwtodfbogxkoyo.eu NONE
itbosfpdwlpraghto.eu NONE
uaggxijywujakfwc.eu NONE
iilakcedghshrcsvb.eu NONE
ibhogddojegpjaco.eu NONE
ierkwsctawxxgjsn.eu NONE
obsygwagrbgapvrv.eu NONE
iwlolfpcpiwvngxn.eu NONE
uvkgskvmdmntovgo.eu NONE
cxxhhtgtwbqvshgu.eu NONE
isdcthcdvmnpfuua.eu NONE
cfegshgluprxlabu.eu NONE
cmwyquspfegnrsih.eu NONE
ilkgitclxxyamcnn.eu NONE
vheblkwyklbppclb.eu NONE
cphikxfijwxvocat.eu NONE
cwaevlfahimluuhg.eu NONE
ipssarpkrtituxdb.eu NONE
voujjxjgiapriusn.eu NONE
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vyxbbovnwtiplwrm.eu
vdtbgmjaedfjhgin.eu
vrfspnvvyfhnseka.eu
plypaoajjkalfpxt.eu
cqfyvsgcmaptacyu.eu
psrlicabhybnxuft.eu
paxhwpmfrappgnat.eu
vnwskpiwfwxtwuty.eu
ctpucvshdshpkldh.eu
pojygemoadfhpycg.eu
cbvgnjsyntirdext.eu
pdigdsykishlbkrs.eu
vkmweajroeglaypa.eu
vvnfuljigogtbnnn.eu
jwonngdxfkajnifa.eu
jeujytpcdyblgbaa.eu
jinfkuptnapnyghm.eu
ciomywfgliwtvjft.eu
joxbgkcmrshjjdyl.eu
vgekmcvfuiwrepmm.eu
pvcurryskegjirws.eu
jvgwoxoqchvlcvgl.eu
dtstewgdgukpwpws.eu
prtumtltgiwpmitf.eu
pkbmogycghvntpyf.eu
dirlblgmokahvbms.eu
phgdigmwcoqrjgug.eu
dwddxmsiwaplhmof.eu
dpkhmysqylbjottf.eu
jpvresdguvithpka.eu
jamwtvcdjdffxrjy.eu
wkpvgbwargjimdwy.eu
jsgbvipllogpryoy.eu
wnafaejsiybhwmbl.eu
wghjodjbxkafehtl.eu
wusnxevwsapjpfvx.eu
jhfsfwcuteghgkey.eu
weyjjfvoqoglixdx.eu
wijrfusigodfbogxk.eu
wgkbgtixyegdhjsk.eu
dbyppkguqvlrpirs.eu
dsudsofjdrgfydir.eu
gomxifakdfihcqjf.eu
dejyvasauognafif.eu
dabmepfbbguhrvse.eu
gvfttsmongjjuvqr.eu
wrirrojrcuknfvey.eu
gkelghmxvvinghgr.eu
ksjaxjdhoqtpeqgvx.eu
gnohwwldacewqqgkg.eu
quhdixlukdfyjjfg.eu

NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
141.255.165.155
NONE
141.255.165.155
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE

NONE
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wybndpjjajypxbyl.eu NONE
kobnslpuhukjvhsk.eu NONE
khirhxpdwgjhdclx.eu NONE
kvtvgycmfjyloank.eu NONE
dicuhbsrfdfdgxqgr.eu 4.4.4.4
kksnnncvnybdnlpw.eu NONE
krljybcninpfgekw.eu NONE
kyefkccfjceuyjrj.eu NONE
ewgcabteapsltqie.eu NONE
gdlpftmglukinolr.eu NONE
gyppavyteybffsie.eu NONE
elfticgnifidscxq.eu NONE
grwtouyctkadmabr.eu NONE
esxcupsrsgjflufg.eu NONE
ehwteesbojyjwshd.eu NONE
eoppprfsykayplcd.eu NONE
evilbsfkwybbvewp.eu NONE
edohmgfcunpdowep.eu NONE
xqgnaiuvgctjdtnmj.eu 173.193.106.11
eaelggsjqukhenaq.eu 192.42.116.41
XUVMasjsvcsjcwpw.eu NONE
kapvvwplyrurwvdx.eu NONE
ggvlljylenphxxpg.eu NONE
xcevlgjktgtluckw.eu NONE
kdafpapedxabusuw.eu NONE
xjuewtvoefibbifw.eu NONE
xbefaligqnpbwpli.eu NONE
rgyknkmhfpshkpwp.eu NONE
rukckyydnfiyvnyc.eu NONE
rgcpfbyetjyfnrvo.eu NONE
rnrgyxylpqtjdirp.eu NONE
rjjttaymvukduybc.eu NONE
xxgvgivxmukfmghj.eu 4444
eemxxbgvkgtnmjde.eu NONE
ldderbdagagbhkcj.eu NONE
rxuxdolvexaugkgo.eu NONE
ekhdxtrgfceshpyc.eu NONE
xmfndwihixawxejv.eu NONE
xtxvbkiysybyqwai.eu NONE
luyehfcofixbdfvu.eu NONE
Ignaxqcfwfiwetgi.eu NONE
xfmrrvipkjyhfyov.eu NONE
fhagtfgwelcwjkoc.eu NONE
Ingvvecwhtjywynu.eu NONE
rysocwmphbrfrwed.eu NONE
lixvggoknxasodxh.eu NONE
rcgximyuxgjbcttc.eu NONE
fosorssbcaqycdjc.eu NONE
rfbhcplncmowypxb.eu NONE
fvlkdtssmbrbivgo.eu NONE
Iroibppvbpsfsiev.eu NONE
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fkkcaisciehsttsb.eu NONE
frdxxiftsfiummnb.eu NONE
fyvgjjflgtjwffib.eu NONE
lyhemdpnyqthlbyi.eu NONE
fnuxskrhyjybegkn.eu NONE
fgcpuwrpbixyxkpn.eu NONE
npbrbkmekcdropaw.eu NONE
yfpgtwvxalcurdvu.eu NONE
Ikvmpopeqgbrdadwv.eu NONE
ymimfxvpxmdwkvdu.eu NONE
ytbiglvhvbrydoxh.eu NONE
ywlewbiaahwunxct.eu NONE
sjmsvbmiywndhgib.eu NONE
yeraicirkixwgqwg.eu NONE
sctwknmgbvmboxnb.eu NONE
Icfnssospjydvkdu.eu NONE
sfegeqyvrbrwlhfn.eu NONE
stpknrifnehoksha.eu NONE
sxxwfpyehaqusokn.eu NONE
yXjuijjtpwnfykbi.eu NONE
smwoceynppsyeaan.eu NONE
sbvgyflwxfigdica.eu NONE
siockglovtjsvgjm.eu NONE
fdrgohskkpsdbolo.eu NONE
mnjuxfpfkvmyjqut.eu NONE
ypsilniicsisufut.eu NONE
yiaanavgeehgcanh.eu NONE
ybhecmvygpsbjhsh.eu NONE
sgfohcmawlcsajdb.eu 4444
mmlemkolhsiolejs.eu NONE
mjbigucggagsburg.eu NONE
gknbcjgxxswfglan.eu NONE
ggfowxflekbmxcwm.eu NONE
mucgjgpwuwnbpjpt.eu 4444
gugsgmfumaqgjnyy.eu NONE
gcworafmkorscgty.eu NONE
mggymrpnmhlwgxah.eu NONE
gjpkdbfeidgiiyby.eu NONE
aokdenjujrvbvimg.eu NONE
adjunovgrhishwos.eu NONE
mfsibwotjehmslos.eu NONE
mgqtgeicxborutamg.eu NONE
avdycbjmhgkgoehg.eu NONE
aynuigirxlcmynlf.eu NONE
agtqteijvagorggf.eu NONE
mcimutcoslcgickt.eu 4.4.4.4
aclectuwoehijkdr.eu NONE
ttsjpsyndgkowwby.eu NONE
tmabrfmjsrvygety.eu NONE
gqigoorisehkbrvl.eu NONE
mxmmpvocypswmsts.eu NONE
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gyyflkstgvmwrijca.eu NONE
gnxwulfdcycoquem.eu NONE
tbyfbtyfbulgppvl.eu NONE
grgwawscvhluygha.eu NONE
tpkwkulojkbiobll.eu NONE
twdsvilghyckhtsx.eu NONE
akcgycvipvmuapjs.eu NONE
tlickswxcporosruk.eu NONE
tsusgkxtadgeykpk.eu NONE
nqwpgjpgequugrgf.eu NONE
nxplrwexorvwywnr.eu NONE
nthymyoluvmqgbxe.eu NONE
aruywpiankbkgies.eu NONE
niggjnoudycipmae.eu NONE
tiromhywlvmsiigl.eu NONE
nbnuxmodskbgwtfe.eu NONE
npyyhbombngkifug.eu NONE
tejohjixragmamnx.eu 46.183.219.78
anmmffibtorgkynr.eu NONE
hutrinsdpctgvrsx.eu NONE
aufigsufedggqrir.eu NONE
nwrusobeyormbxcg.eu NONE
hcabhosuaqusoknx.eu NONE
hjsjfcsmxrvuhdix.eu NONE
hqlfgpfevgkknvpk.eu NONE
hfkwaefnejacmhfk.eu NONE
hxebcqgfvgulmgokk.eu NONE
nmodolchkuloxidr.eu NONE
bgwpvivrictoexae.eu NONE
byqgtkrvabbsmlfse.eu NONE
bcodeuisrgkivowd.eu NONE
hmdslrrrokbefaak.eu NONE
buihstibhfjgdjpg.eu NONE
htvbwfrjmycgxfhw.eu NONE
bxsdyjugxkbcnstp.eu NONE
bgaunvuoajaauamd.eu NONE
upnvmvywyyqunffk.eu NONE
nfvhdxcpmgkmfdvr.eu NONE
uemnjkyguctmmaghw.eu NONE
uwgrxjyownfktxmw.eu NONE
ulfjuxixfquofjcw.eu NONE
uaebrmlhbtkgeuej.eu NONE
usxrslipdfjelcwj.eu NONE
hbckigrbkngigxoj.eu NONE
uopfbblgjjaxpsgv.eu NONE
otkxoaphxxpqdsrd.eu NONE
uvibmoxutkbavibv.eu NONE
oijplocqgbsicehd.eu NONE
opclwccieptkujop.eu NONE
bjhyciikpulkohrd.eu NONE
owutupomogumncjp.eu NONE
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oebdtgoemfjctuqc.eu NONE

bfyywwhxiyceglop.eu NONE

bnplhgvjjqugwdug.eu NONE

uhwijpalyluliwayv.eu NONE

obgtabpyimegjimd.eu NONE

kvvbkineoxxfuksd.eu NONE
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Virus Total Results

Last Scanned: 2014-11-13 09:32:03
Bkav: Not Detected
MicroWorld-eScan: Not Detected
nProtect: Not Detected
CMC: Not Detected
CAT-QuickHeal: Not Detected
McAfee: Not Detected
Malwarebytes: Not Detected
Zillya: Not Detected
SUPERAnNtiSpyware: Not Detected
K7AntiVirus: Not Detected
K7GW: Not Detected
TheHacker: Not Detected
NANO-Antivirus: Not Detected
F-Prot: Not Detected
Symantec: Not Detected
Norman: Not Detected
TotalDefense: Not Detected
TrendMicro-HouseCall: Not Detected
Avast: Not Detected
ClamAV: Not Detected
Kaspersky: Not Detected
BitDefender: Not Detected
Agnitum: Not Detected
AegisLab: Not Detected
Tencent: Win32.Trojan.Bp-generic.Ixrn
Ad-Aware: Not Detected
Emsisoft: Not Detected
Comodo: Not Detected
F-Secure: Not Detected
DrWeb: Not Detected
VIPRE: Not Detected
TrendMicro: Not Detected
McAfee-GW-Edition: Not Detected
Sophos: Not Detected
Cyren: Not Detected
Jiangmin: Not Detected
Avira: Not Detected
Antiy-AVL: Not Detected
Kingsoft: Not Detected
Microsoft: Not Detected
ViRobot: Not Detected
AhnLab-V3: Not Detected
GData: Not Detected
ByteHero: Not Detected
VBA32: Not Detected
AVware: Not Detected
Baidu-International: Not Detected
Zoner: Not Detected
ESET-NOD32: Not Detected
Rising: Not Detected
Ikarus: Not Detected
Fortinet: Not Detected
AVG: Not Detected
Panda: Not Detected
Qihoo-360: Not Detected
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including but not limited to the implied warranties of merchantability, fithess for a particular purpose, and
non-infringement. ThreatTrack Security, Inc. is not liable for any damages, including any consequential
damages, of any kind that may result from the use of this document. The information is obtained from
publicly available sources. Though reasonable effort has been made to ensure the accuracy of the data
provided, ThreatTrack Security makes no claim, promise or guarantee about the completeness, accuracy,
recency or adequacy of information and is not responsible for misprints, out-of-date information, or errors.
ThreatTrack Security makes no warranty, express or implied, and assumes no legal liability or responsibility
for the accuracy or completeness of any information contained in this document. If you believe there are
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