€3 ThreatTrack

E cCuwr i

Analysis # 2642
09/16/2014 05:34 am

1/19
Copyright © 2013 ThreatTrack Security, Inc. All Rights Reserved.
http://www.ThreatTrackSecurity.com/



http://www.threattracksecurity.com/

ThreatAnalyzer Analysis # 2642
Sample: invoice 38898221 spt.exe (2fb8c677c92h92eb2d1359f02¢c1dc10f)

Table of Contents

ANAlYSIS SUMIMAIY oo e e e e e e e e e e e e e aaa s 3
ANAIYSIS SUMMAIY Lot e e et e e e e e e e ea e e s e e e et e e eaeeranas 3
Digital BEhavior TraifS  ......cciciiiiiiiiii et e e e e e e e aaa s 3

FIE ACTIVITY oo e e e e e e e et et e e e e e e e e eeees 4
DT =T =T o I =T T 4
Stored Modified FIlES ... e e ea 5

Created MULEXES oot e e e e e e st e e e e e e e e e e s e e eneaenans 6
Created MULEXES L. e et e e e e e e e e st e e e e e ea e e et s eabeesanaenes 6

REQISIIY ACHIVITY oot e e e e e e 9
(@I oTo 1A =To = V£ T 9
SOt VAlUBS o e 10
Deleted ValUEBS ... et e et et e e e e e eaaes 14

NEIWOIK ACTIVITY oo e e e e e e e e 15
AN =AY oT S ==Y o 1 R 15
AN =Yoo S I = & o 16
DINS REOUESES ..ot e et e e e et e e et e s e e e e a s e eans 17

VITUS TOtal RESUIIS e e e e e e eaaas 18

2/19

Copyright © 2013 ThreatTrack Security, Inc. All Rights Reserved.
http://www.ThreatTrackSecurity.com/



http://www.threattracksecurity.com/

ThreatAnalyzer Analysis # 2642

Sample: invoice 38898221 spt.exe (2fb8c677c92h92eb2d1359f02¢c1dc10f)

Analysis Summary
Submitted File:

Analysis Time:
Start Reason: AnalysisTarget
Start Time:
Termination Time:
Analysis Time:

Total Processes: 6
Sample Notes:

Termination Reason:  TerminatedBySelf

Tue, 16 Sep 2014 09:39:01 +0000
Tue, 16 Sep 2014 09:39:04 +0000
2014-09-16 05:34:16

Sandbox: XP-SP2 - 00-0C-29-B2-D2-62

invoice_38898221 spt.exe

MD5: 2fb8c677¢92b92eb2d1359f02c1dc10f

File Size: 254976

File Type: PE32 executable for MS Windows (GUI)
Intel 80386 3

2014-09-16 05:34:16

Digital Behavior Traits
Alters Windows Firewall
Checks For Debugger
Copies to Windows
Could Not Load
Creates DLL in System
Creates EXE in System
Creates Hidden File
Creates Mutex

Creates Service
Deletes File in System

Deletes Original Sample

Hooks Keyboard

Injected Code

Makes Network Connection
Modifies File in System
Modifies Local DNS

More than 5 Processes
Opens Physical Memory
Starts EXE in Documents
Starts EXE in Recycle
Starts EXE in System

STESSTTI T TS

Windows/Run Registry Key Set

SSTSTRTTASK
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ThreatAnalyzer Analysis # 2642
Sample: invoice 38898221 spt.exe (2fb8c677c92h92eb2d1359f02¢c1dc10f)

Deleted Files
[process 6] C:\invoice_38898221_spt.exe
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ThreatAnalyzer Analysis # 2642
Sample: invoice 38898221 spt.exe (2fb8c677c92h92eb2d1359f02¢c1dc10f)

Stored Modified Files

[process 1] C:\Documents and Settings\Charlie\Local Settings\Temp\Gapi\avezys.exe

[process 1] C:\DOCUME~1\Charlie\LOCALS~1\Temp\JSSB288.bat

[process 5] C:\Documents and Settings\Charlie\Application Data\Microsoft\Address Book\Charlie.wab
[process 5] C:\Documents and Settings\Charlie\Application Data\Microsoft\Address Book\Charlie.wab
[process 5] C:\Documents and Settings\Charlie\Application Data\Microsoft\Address Book\Charlie.wab
[process 5] C:\Documents and Settings\Charlie\Application Data\Microsoft\Address Book\Charlie.wab
[process 5] C:\Documents and Settings\Charlie\Application Data\Microsoft\Address Book\Charlie.wab
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ThreatAnalyzer Analysis # 2642
Sample: invoice 38898221 spt.exe (2fb8c677c92h92eb2d1359f02¢c1dc10f)

Created Mutexes

mutex
[process 1] Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6

02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: Global\{52C73632-A29C-48D0-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: Global\{C7A62370-B7DE-DDB1-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Global\{51EBOBBF-9F11-4BFC-9499-7F4270E87AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6

02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local{EDDE1379-87D7-F7C9-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Global\{51EBOBBF-9F11-4BFC-389C-7F42DCED7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Global\{51EBOBBF-9F11-4BFC-149F-7F42FOEE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Global\{51EBOBBF-9F11-4BFC-A89F-7F424CEE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Global\{51EBOBBF-9F11-4BFC-909F-7F4274EE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Global\{51EBOBBF-9F11-4BFC-E49F-7F4200EE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Global\{51EBOBBF-9F11-4BFC-D89F-7F423CEE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Global\{51EBOBBF-9F11-4BFC-B898-7F425CE97AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: GIobal\{51EBOBBF-9F11-4BFC-E898-7F%%%IE97ABQ}
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ThreatAnalyzer Analysis # 2642

Sample: invoice 38898221 spt.exe (2fb8c677c92h92eb2d1359f02¢c1dc10f)

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 2]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-7C99-7F4298E87AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-4C99-7F42A8E87AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-8C99-7F4268E87AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-0C9B-7F42ESEA7ABY}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-689B-7F428CEA7ABY}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{51EBOBBF-9F11-4BFC-E49C-7F4200ED7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-149E-7F42FOEF7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-EQ9E-7F4204EF7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-3C9F-7F42D8EE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-A49D-7F4240EC7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-0C9E-7F42E8EF7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{A1721768-83C6-BB65-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{AD9ECO05A-54F4-B789-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{AD9EC05D-54F3-B789-6BF3-F5458F82FOBE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local{CC787649-E2E7-D66F-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local{CC787648-E2E6-D66F-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{C7A62370-B7DE-DDB1-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{A1721768-83C6-BB65-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{AD9ECO05A-54F4-B789-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global({AD9EC05D-54F3-B789-6BF3-F5458F82FOBE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\{CC787649-E2E7-D66F-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local{CC787648-E2E6-D66F-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{C7A62370-B7DE-DDB1-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{51EBOBBF-9F11-4BFC-389C-7F42DCED7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-149F-7F42FOEE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
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ThreatAnalyzer Analysis # 2642

Sample: invoice 38898221 spt.exe (2fb8c677c92h92eb2d1359f02¢c1dc10f)

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 4]

[process 4]

[process 4]

[process 5]

[process 5]

[process 5]

[process 5]

[process 6]

[process 6]

Name: Global\{51EBOBBF-9F11-4BFC-A89F-7F424CEE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{51EBOBBF-9F11-4BFC-909F-7F4274EE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-E49F-7F4200EE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{51EBOBBF-9F11-4BFC-D89F-7F423CEE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-B898-7F425CE97AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-E898-7F420CE97AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-7C99-7F4298E87AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{51EBOBBF-9F11-4BFC-4C99-7F42A8E87AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-8C99-7F4268E87AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{51EBOBBF-9F11-4BFC-689B-7F428CEA7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-E49C-7F4200ED7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{51EBOBBF-9F11-4BFC-149E-7F42FOEF7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-E0Q9E-7F4204EF7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{51EBOBBF-9F11-4BFC-3C9F-7F42D8EE7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-A49D-7F4240EC7AB9}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{51EBOBBF-9F11-4BFC-649D-7F4280EC7ABY}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{52DDACB9-3817-48CA-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local{CC787649-E2E7-D66F-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local{CC787648-E2E6-D66F-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global{C7A62370-B7DE-DDB1-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\{C7A62370-B7DE-DDB1-6BF3-F5458F82F0BE}

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: MPSWabDataAccessMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: MPSWABOIkStoreNotifyMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: MSldent Logon

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: SHIMLIB_LOG_MUTEX

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
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Sample: invoice 38898221 spt.exe (2fb8c677c92h92eb2d1359f02¢c1dc10f)

Created Keys

key

[process 1] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Yjdovyyr

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Account Mana
ger

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Account Mana
ger\Accounts

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Account Mana
ger\Accounts\Active Directory GC

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Account Mana
ger\Accounts\Bigfoot

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Account Mana
gern\Accounts\VeriSign

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Account Mana
ger\Accounts\WhoWhere

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsof\WAB\WAB4\Wab File Nam
e

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\ WAB\

[process 5] \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\ WAB\WAB4\

9/19
Copyright © 2013 ThreatTrack Security, Inc. All Rights Reserved.
http://www.ThreatTrackSecurity.com/



http://www.threattracksecurity.com/

ThreatAnalyzer Analysis # 2642
Sample: invoice 38898221 spt.exe (2fb8c677c92h92eb2d1359f02¢c1dc10f)

Set Values

key
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed
[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData
[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Yjdovyyr
Value: 6f3a2c69
[process 3] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Yjdovyyr
Value: 7d8f8387
[process 3] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Run
Value: avezys
[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Yjdovyyr
Value: 7d8f8387
[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC
Value: LDAP Server ID
[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Bigfoot
Value: LDAP Server ID
[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign
Value: LDAP Server ID
[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\WhoWhere
Value: LDAP Server ID
[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager
Value: Server ID
[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162%8;31-879983540-1177238915-1003\Software\Microsoft\lnternet Ac
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

count Manager\Accounts

Value: PreConfigVer

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts

Value: PreConfigVerNTDS

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: Account Name

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Server

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Search Return

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Timeout

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Authentication

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Simple Search

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Bind DN

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Port

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Resolve Flag

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Secure Connection

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP User Name

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Active Directory GC

Value: LDAP Search Base

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Bigfoot

Value: Account Name

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Bigfoot

Value: LDAP Server

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Bigfoot

Value: LDAP URL

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

count Manager\Accounts\Bigfoot

Value: LDAP Search Return

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Bigfoot

Value: LDAP Timeout

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Bigfoot

Value: LDAP Authentication

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Bigfoot

Value: LDAP Simple Search

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\Bigfoot

Value: LDAP Logo

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign

Value: Account Name

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign

Value: LDAP Server

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign

Value: LDAP URL

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign

Value: LDAP Search Return

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign

Value: LDAP Timeout

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign

Value: LDAP Authentication

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign

Value: LDAP Search Base

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign

Value: LDAP Simple Search

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\VeriSign

Value: LDAP Logo

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\WhoWhere

Value: Account Name

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\WhoWhere

Value: LDAP Server

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\WhoWhere

Value: LDAP URL

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
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[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 6]

count Manager\Accounts\WhoWhere

Value: LDAP Search Return

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\WhoWhere

Value: LDAP Timeout

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\WhoWhere

Value: LDAP Authentication

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\WhoWhere

Value: LDAP Simple Search

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager\Accounts\WhoWhere

Value: LDAP Logo

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager

Value: Default LDAP Account

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Internet Ac
count Manager

Value: Server ID

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\ WAB\WAB4\Wa
b File Name

Value:

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsof\WAB\WAB4
Value: OlkContactRefresh

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsof \WAB\WAB4
Value: OlkFolderRefresh

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Identities

Value: Identity Ordinal

Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Yjdovyyr

Value: 7d8f8387

Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed
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Deleted Values

key

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Identities
Value: Changing

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Identities
Value: IncomingID

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Identities

Value: OutgoinglD
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Network Events

Remote IP Local IP HTTP Command
[process 3] 127.0.0.1 0.0.0.0 none
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Network Traffic

Remote IP Local IP
Connection #1 10.20.25.255 10.20.25.250
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DNS Requests

Request Result
1vzsb5q1x1vvj21qj23q6lyfan2h.org NONE
1pgOvl1bthueOl9h2fwpl6iiywo.biz NONE
bma6201nldzpkjtwatm15t8aec.net NONE
uq20le4gth8310imq761up8qu7.com NONE
vd5ehl4jh7xbwoo8131vtg7pg.net NONE
f689331x750gke18z1divixkaci2.biz NONE
uc875to326tyldm35mhlruhyd3.org NONE
12evutg14krfO1vgj73rlulox9g.com NONE
tmrfnglirralulgs2kvgbed4ftv.net NONE
1gt8d5blogx63tlvj5zywlfekffm.org NONE
ljcuwxye36jmm1go343b168yiwv.net NONE
fds8pkbelcs21nkjo051alapnp.com NONE
1vo6znmsmldvfltdzhnvi57uln.org NONE
1wr20x1118kgqx95z98rv198086i.biz NONE
1ut36utj248lpyc6dwgblrn3c.net NONE
iuag93v6ode9ulsffzlsbraln.com NONE
mwqu;j71vtftOw6j3a9972jc50.net NONE
17jfjiwn1x2g2w6égc6ruk3xbcr8.biz NONE
1clbOhp151qvmhofxlw512ckcul.org NONE
12wu3rl1vt60qgls2lzu7lbueme?7.com NONE
fg63021xnv0d2180wbm6X7S7y4.net NONE
whrzfplrxrxtelp2rOu5lutzaph.org NONE
lavp7onngzo66qipOwuljmemir.net NONE
1m8hiykaaua4413xbrhk1llmwl70.com NONE
1xxigxoe3du6el2h4kabnfj9i.org NONE
1260e8peum7p38bcagzlg2jcvk.biz NONE
r3v6jrlogm4x011it2z4fn7b7e.net NONE
98npnghzwwg31y36w491qg7zgih.com NONE
1xukongmfmwztbbbzhc1600cz9.net NONE
8vu8dx1fub7slimdjkz1wijtgcj.biz NONE
13b86181g57wial7hq7stgxxtgw.org NONE
mev5rclee8cmi9142bj476jcv.com NONE
1xfwijtzfo5uigh54mqv124108r.net NONE
xepcwjyxc05w1hinu2vlah57g7.org NONE
flzwzloojoxylsnojvdlyn6rbg.net NONE
as5bn6uhogozlsopx6zlvglpky.com NONE
1gnvi7ypOwzktlhuhm731815n5g.0org NONE
1luot2ho89d8b65qgash91remknp.biz NONE
lo7vgy51lgnm23gormf47augnhg.net NONE
pp6eedkhsptlcj6060136f6gr.com NONE
10nuulbsszke1x3m12z1w1d97y.net NONE
44zvcjnoowov189bfiglja6b6s.biz NONE
sal69016g8e6al16mncv18ks942.org NONE
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Virus Total Results

Last Scanned:

2014-09-16 09:05:50

Bkav: HW32.Paked.DD29
MicroWorld-eScan: Not Detected
nProtect: Not Detected
CMC: Not Detected
CAT-QuickHeal: Not Detected
McAfee: Not Detected
Malwarebytes: Not Detected
VIPRE: Not Detected
SUPERAnNtiSpyware: Not Detected
K7AntiVirus: Not Detected
K7GW: Not Detected
TheHacker: Not Detected
Agnitum: Not Detected
F-Prot: Not Detected
Symantec: Not Detected
Norman: Not Detected

TotalDefense:

TrendMicro-HouseCall:

Avast: Not Detected
ClamAV: Not Detected
Kaspersky: Not Detected
BitDefender: Not Detected
NANO-Antivirus: Not Detected
ViRobot: Not Detected
Rising: PE:Malware.FakePDF@CV!1.9C3A
Ad-Aware: Not Detected
Sophos: Not Detected
Comodo: Not Detected
F-Secure: Not Detected
DrWeb: Not Detected
Zillya: Not Detected

McAfee-GW-Edition:
Emsisoft:

Not Detected
Not Detected

Not Detected
Not Detected

Cyren: Not Detected
Jiangmin: Not Detected
Avira: Not Detected
Antiy-AVL: Not Detected
Kingsoft: Not Detected
Microsoft: Not Detected
AegisLab: Not Detected
AhnLab-V3: Not Detected
GData: Not Detected
ByteHero: Not Detected
VBA32: Not Detected
AVware: Not Detected
Panda: Not Detected
Zoner: Not Detected
ESET-NOD32: Not Detected
Tencent: Win32.Trojan.Bp-generic.Ixrn
Ikarus: Not Detected
Fortinet: Not Detected
AVG: Not Detected
Baidu-International: Not Detected
Qihoo-360: Not Detected
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ThreatTrack Security, Inc.

33 North Garden Avenue, Suite 1200, Clearwater, Florida, USA 33755
Telephone: (855) 443-4284 Intl: +1(813)367-9907

Email: Sales@ThreatTrack.com

Disclaimer © 2013. ThreatTrack Security, Inc. All rights reserved. All product and company names herein
may be trademarks of their respective owners. The information and content in this document is provided for
informational purposes only and is provided “as is” with no warranty of any kind, either express or implied,
including but not limited to the implied warranties of merchantability, fithess for a particular purpose, and
non-infringement. ThreatTrack Security, Inc. is not liable for any damages, including any consequential
damages, of any kind that may result from the use of this document. The information is obtained from
publicly available sources. Though reasonable effort has been made to ensure the accuracy of the data
provided, ThreatTrack Security makes no claim, promise or guarantee about the completeness, accuracy,
recency or adequacy of information and is not responsible for misprints, out-of-date information, or errors.
ThreatTrack Security makes no warranty, express or implied, and assumes no legal liability or responsibility
for the accuracy or completeness of any information contained in this document. If you believe there are
any factual errors in this document, please contact us and we will review your concerns as soon as
practical.
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