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ThreatAnalyzer Analysis # 2496

Sample: RBS_Account_Documents__ Copy.exe (€610e0b20ad7b1255de9ff659024c2c3)

Analysis Summary

Submitted File: RBS_Account_Documents___Copy.exe

MD5: €610e0b20ad7b1255de9ff659024c2c3

File Size: 20480

File Type: PE32 executable for MS Windows (GUI)
Intel 80386 3

Analysis Time: 2014-09-08 09:28:52

Start Reason: AnalysisTarget

Termination Reason:  TerminatedBySelf

Start Time: Mon, 08 Sep 2014 18:33:22 +0000

Termination Time: Mon, 08 Sep 2014 18:34:22 +0000

Analysis Time: 2014-09-08 09:28:52

Sandbox: XP-SP2 - 00-0C-29-B2-D2-62

Total Processes: 5

Sample Notes:

Digital Behavior Traits

Alters Windows Firewall — Hooks Keyboard W
Checks For Debugger ' Injected Code v
Copies to Windows — Makes Network Connection '
Could Not Load — Modifies File in System —
Creates DLL in System — Modifies Local DNS —
Creates EXE in System — More than 5 Processes —
Creates Hidden File ' Opens Physical Memory —
Creates Mutex o Starts EXE in Documents v
Creates Service — Starts EXE in Recycle —
Deletes File in System — Starts EXE in System —
Deletes Original Sample ' Windows/Run Registry Key Set '
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ThreatAnalyzer Analysis # 2496
Sample: RBS_Account_Documents__ Copy.exe (€610e0b20ad7b1255de9ff659024c2c3)

Deleted Files

[process 2] C:\RBS_Account_Documents___Copy.exe

[process 4] C:\DOCUME~1\Charlie\LOCALS~1\Temp)\jiubl.exe
[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Cab2.tmp
[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Tar3.tmp
[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Cab4.tmp
[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Tar5.tmp
[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Cab6.tmp
[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Tar7.tmp
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Sample: RBS_Account_Documents__ Copy.exe (€610e0b20ad7b1255de9ff659024c2c3)

Stored Modified Files

[process 1] C:\DOCUME~1\Charlie\LOCALS~1\Temp\zbhnd.exe

[process 2] C:\Documents and Settings\Charlie\Local Settings\Temporary Internet Files\Content.I[E5\C4
O5PO1W\0809uk1[1].zip

[process 2] C:\DOCUME~1\Charlie\LOCALS~1\Temp\jiubl.exe

[process 3] C:\Documents and Settings\Charlie\Application Data\alter.exe

[process 5] C:\Documents and Settings\Charlie\Application Data\whr458da.db

[process 5] C:\Documents and Settings\Charlie\Application Data\whr458da.db

[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Cab2.tmp

[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Tar3.tmp

[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Cab4.tmp

[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Tar5.tmp

[process 5] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrlCache\Content\2B
F68F4714092295550497DD56F57004

[process 5] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrlICache\MetaData\2
BF68F4714092295550497DD56F57004

[process 5] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrlCache\Content\94
308059B57B3142E455B38A6EB92015

[process 5] C:\Documents and Settings\Charlie\Application Data\Microsoft\CryptnetUrlCache\MetaData\9
4308059B57B3142E455B38A6EB92015

[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Cab6.tmp

[process 5] C:\DOCUME~1\Charlie\LOCALS~1\Temp\Tar7.tmp
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Sample: RBS_Account_Documents__ Copy.exe (€610e0b20ad7b1255de9ff659024c2c3)

Created Mutexes

mutex
[process 1] Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6

02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: Local\ZonesCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: Local\ZoneAttributeCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 1] Name: Local\ZonesCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\ZonesLockedCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6

02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\c:!documents and settings!charlie!local settings!temporary internet files!content.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\c:!'documents and settings!charlie!cookies!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\c:!/documents and settings!charlie!local settings!history!history.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\WininetConnectionMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: RasPbFile

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\ZonesCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
[process 2] Name: Local\ZoneAttributeCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE

[process 2] Name: Local\ZonesCacheCounterMutex
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Sample: RBS_Account_Documents__ Copy.exe (€610e0b20ad7b1255de9ff659024c2c3)

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 3]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 4]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

[process 5]

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\ZonesLockedCacheCounterMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6
02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.LBES.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Compart.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Asm.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.Layouts.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TMD.MutexDefaultS-1-5-21-602162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: CTF.TimListCache.FMPDefaultS-1-5-21-602162358-879983540-1177238915-1003MUTEX.DefaultS-1-5-21-6
02162358-879983540-1177238915-1003

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Global\cdv5b74f5y7

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!/documents and settings!charlie!local settings!temporary internet files!content.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!/documents and settings!charlie!cookies!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\c:!documents and settings!charlie!local settings!history!history.ie5!

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
Name: Local\WininetConnectionMutex

Desired Access: DELETE READ_CONTROL SYNCHRONIZE WRITE_DAC WRITE_OWNER MUTEX_MODIFY_STATE
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Set Values

key

[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 1] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Personal

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3ea-87a3-11e3-96b7-806d6172696f}
Value: BaseClass

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3e9-87a3-11e3-96b7-806d6172696f}
Value: BaseClass

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3e8-87a3-11e3-96b7-806d6172696f}
Value: BaseClass

[process 1] Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
Value: Common Documents

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Desktop

[process 1] Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
Value: Common Desktop

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: ProxyBypass

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: IntranetName

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: UNCAsIntranet

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: AutoDetect

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
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Value: ProxyBypass

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: IntranetName

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: UNCAsIntranet

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: AutoDetect

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Cache

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Cookies

[process 1] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\She
lINoRoam\MUICache
Value: C:\DOCUME~1\Charlie\LOCALS~1\Temp\zbhnd.exe

[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG

Value: Seed

[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 2] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Cache

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Cookies

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: History

[process 2] Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
Value: Common AppData

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur

rentVersion\Internet Settings
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Value: ProxyEnable

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections
Value: SavedLegacySettings

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: ProxyBypass

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: IntranetName

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: UNCAsIntranet

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: AutoDetect

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: ProxyBypass

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: IntranetName

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: UNCAsIntranet

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings\ZoneMap
Value: AutoDetect

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyEnable

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections
Value: SavedLegacySettings

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Personal

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3ea-87a3-11e3-96b7-806d6172696f}
Value: BaseClass

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3e9-87a3-11e3-96b7-806d6172696f}
Value: BaseClass

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\MountPoints2\{874cd3e8-87a3-11e3-96b7-806d6172696f}
Value: BaseClass

[process 2] Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
Value: Common Documents

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders

Value: Desktop
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[process 2] Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
Value: Common Desktop

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\She
[INoRoam\MUICache
Value: C:\DOCUME~1\Charlie\LOCALS~1\Temp\jiubl.exe

[process 3] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 3] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData

[process 4] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\Cryptography\RNG
Value: Seed

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData

[process 4] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Run
Value:

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Cache

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: Cookies

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: History

[process 5] Key Name: \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
Value: Common AppData

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Explorer\Shell Folders
Value: AppData

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyEnable

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections
Value: SavedLegacySettings

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyEnable

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\windows\Cur
rentVersion\Internet Settings\Connections
Value: SavedLegacySettings

[process 5] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\SystemCertificates\AuthRoot\Certificates\02FAF3E29143
5468607857694DF5E45B68851868
Value: Blob

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
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rentVersion\Explorer\Shell Folders

Value: Local AppData
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Deleted Values

key

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 2] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyServer

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: ProxyOverride

[process 5] Key Name: \REGISTRY\USER\S-1-5-21-602162358-879983540-1177238915-1003\Software\Microsoft\Windows\Cur
rentVersion\Internet Settings
Value: AutoConfigURL

[process 5] Key Name: \REGISTRY\MACHINE\SOFTWARE\Microsoft\SystemCertificates\AuthRoot\Certificates
Value: 02FAF3E291435468607857694DF5E45B68851868
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Network Events

Remote IP Local IP HTTP Command

[process 2] 95.141.37.158 10.20.25.250 GET
/0809uk1/NODEO01/0/51-SP3/0/

[process 2] 95.141.37.158 10.20.25.250 GET
/0809uk1/NODE01/1/0/0/

[process 2] 184.168.224.177 10.20.25.250 GET
[ProfilePics/0809uk1.zip

[process 2] 95.141.37.158 10.20.25.250 GET
/0809uk1/NODEOQ1/41/5/4/

[process 5] 74.125.229.238 10.20.25.250 none

[process 5] 64.24.35.201 10.20.25.250 none

[process 5] 64.24.35.248 10.20.25.250 none

[process 5] 74.125.229.238 10.20.25.250 none

[process 5] 94.23.250.88 10.20.25.250 none

[process 5] 23.201.103.147 10.20.25.250 GET
/msdownload/update/v3/static/trustedr/en/authroots
eq.txt
GET
Imsdownload/update/v3/static/trustedr/en/authroots
tl.cab

[process 5] 94.23.250.88 10.20.25.250 none

[process 5] 94.23.250.88 10.20.25.250 none

[process 5] 94.23.250.88 10.20.25.250 none

[process 5] 94.23.250.88 10.20.25.250 none

[process 5] 94.23.250.88 10.20.25.250 none

[process 5] 94.23.250.88 10.20.25.250 none

[process 5] 94.23.250.88 10.20.25.250 none

[process 5] 94.23.250.88 10.20.25.250 none

[process 5] 94.23.250.88 10.20.25.250 none
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Network Traffic

Remote IP Local IP
Connection #1 10.20.25.255 10.20.25.250
Connection #2 239.255.255.250 10.20.25.250
Connection #3 64.24.35.201 10.20.25.250
Connection #4 64.24.35.248 10.20.25.250
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DNS Requests

Request Result
bullethood.com 184.168.224.177
google.com 74.125.229.238

74.125.229.226
74.125.229.227
74.125.229.228
74.125.229.232
74.125.229.230
74.125.229.224
74.125.229.231
74.125.229.225
74.125.229.233
74.125.229.229
stunl.voiceeclipse.net 64.24.35.201
www.download.windowsupdate.com 23.201.103.147
23.201.103.130
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Virus Total Results

Last Scanned: 2014-09-08 13:31:45
Bkav: Not Detected
MicroWorld-eScan: Not Detected
nProtect: Not Detected
CMC: Not Detected
CAT-QuickHeal: Not Detected
McAfee: Not Detected
Malwarebytes: Not Detected
VIPRE: Not Detected
SUPERAnNtiSpyware: Not Detected
K7AntiVirus: Not Detected
K7GW: Not Detected
TheHacker: Not Detected
NANO-AnRtivirus: Not Detected
Cyren: W32/Trojan.LHNV-0625
Symantec: Not Detected
Norman: Not Detected
TotalDefense: Not Detected
Avast: Win32:Trojan-gen
ClamAV: Not Detected
Kaspersky: Not Detected
BitDefender: Not Detected
Agnitum: Not Detected
AegisLab: Not Detected
Rising: Not Detected
Ad-Aware: Not Detected
Sophos: Not Detected
Comodo: Not Detected
DrWeb: Not Detected
Zillya: Not Detected
TrendMicro: Not Detected
McAfee-GW-Edition: Not Detected
Emsisoft: Not Detected
F-Prot: Not Detected
Jiangmin: Not Detected
Avira: Not Detected
Antiy-AVL: Not Detected
Kingsoft: Not Detected
Microsoft: TrojanDownloader:Win32/Upatre.AA
ViRobot: Not Detected
AhnLab-V3: Not Detected
GData: Not Detected
ByteHero: Not Detected
VBA32: Not Detected
AVware: Not Detected
Baidu-International: Not Detected
Zoner: Not Detected
ESET-NOD32: Not Detected
Tencent: Not Detected
lkarus: Not Detected
Fortinet: Not Detected
AVG: Not Detected
Panda: Not Detected
Qihoo-360: HEUR/Malware.QVM20.Gen
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